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ObpasoBaTenbHas NporpaMMa TOMOMHATENBHOTO MPOhECCHOHANLHOT0 06pa3oBaHus

(TIOBBIIEHUST KBATH()HKALIH)

I10 HaIIPpaBJIICHHUIO

2. OcHoBbl pagoTel ¢ Microsoft Windows Server
(HaMeHOBaHME IPOTPAMMEI)




ObpazoBarenbHas HporpaMMa  JOLONHHUTENBHOTO — IIPOGECCHOHAIBHOTO o0pazoBaHus
TIOBBIIICHUS KBanupuKkanuy (nanee - [Iporpamma) paspaboTaHa Ha OCHOBAHHH QenepansHOro 3aKoHa
ot 29.12.2012 r. Ne273-®3 «0O6 ob6pasoBaruu B Poccuiickoii Qenepanuu» U B COOTBETCTBHH C
nprKasoM MuHHCTepCTBa 00pa3oBanust u Hayku Poccuiickoit ®eneparun ot 1 wrons 2013 T. N 499
«O6 yrBepxaennn Ilopsika OpraHW3aldy W OCYIIECTBIICHUS 00pa30BaTebHON [EATEIFHOCTH 110
JOTIONHUTEBHBIM IPOPECCHOHATBHBIM IIPOrPaMMaM».

Microsoft Windows Server 2016 — HoBas cepBepHas onepanuonHas cuctemMa oT Microsoft.

H3yuenue admunucmpuposanus , no0Oepoicku. U paseepmuléanus CepeepHOll ONePaAYUOHHOT CUCTEMbL
Windows Server 2016 nanpasnerno na docmuoicenue credyiowux yenei:

. O0CBOCHHE CHCTeMbI 6a30BbIX 3HAHMI, OTPAXKAIOMINX IIPHHIMAITE PAGOTH! COBPEMEHHBIX
CEPBCPHBIX ONEPANHOHHBIX CUCTEM, 0COOEHHOCTH YCTAaHOBKH MOIEPXKKH ceMeiictBa Windows Server
2016, mpunumme! paboTsr KomnoHenToB OC 1 BHEAPEHHS OTKa30yCTONYUBBIX BEICOKOIOCTYIIHEIX
PeIICHUH, YIPaBICHUs IPyNIiaMu 6e30TTaCHOCTH, ICHTPATH30BAHHOTO YIIPABICHHS KITHEHTAMIL C
HCIIOJI30BaHAE OOBEKTOB IPYIIIOBEIX [IOJIUTHK, YIPABICHHS AHCKOBBIM MIPOCTPAHCTBOM, HACTPOUKH
CCTEBOTO TO/KIFOYCHHSI, KOH(YUTYPAIIUH OCHOBHBIX CIIy0, Takux kak DHCP u DNS, YIpaBJICHUS
CCTEBEIMM IICYATAIOMMMH YCTPOHCTBAMH, HACTPOHKH IapaMeTpoB Ge30MaCHOCTH | IPHMEHEHHS
MHCTPYMCHTOB BCTPOCHHOIO MOHUTOPHHT'a, IPOCKTUPOBAHKS M BHEAPeHHs Active Directory mis
opraHu3anuy 6e30IIacHOM Cpebl;

. OBJIAICHHE YMEHUAMH YCTAHOBKH, OOHOBIIEHHUSI, IMIHICTPUPOBAHUS, KOHDHUTYPALIHE 1
YAQICHHOTO NCHTPATM30BAHHOTO YIIPABICHH OIIEPAHOHHOMN CHCTEMOI, IS O THMU3AIAY
TpoNeccoB ynpasienus M T-nupacTpykTypoit u penocTaBeHns CETERBIX CEPBHUCOB,
CONIPOBOMKICHHUS CTAHNAPTHBIX CETEBBIX CITyXKO0, POPMUPOBAHHUS JOMEHA U YIPaBJIE€HUS TOCTYIIOM K
00beKTaM, HACTPOUKH MOHHTOPUHTA CTAHIAPTHBIMHA CPEICTBAMH OIIEPallMOHHOMN CHCTEMBIL;

. npHOOpeTeHne ONbITA PabOTHL C COBPEMEHHBIMIY CEPBEPHEIMU OIIEPalMOHHBIMH CHCTEMaMU B
YCIIOBHAX Ta0OPaTOPHOH CPENBI, HPOBEACHAS MOHUTOPHHTA OIICPALMOHHOM CHCTEMEBI 1 WT-cpensr,
YCTPAHCHHS HEUCIPABHOCTEH U KOHQUIypanuy KIFOYEBBIX KOMIIOHEHTOB ONIEPAIIHOHHON CHCTEMET
cemeiictBa Windows, HaCTPOMKHU THIIOBEIX KOMIIOHEHTOB CETEBOI UHQPACTPYKTYPHI, MOANEPKKA
(yHKIMOHMPOBAHMSA JIOMEHHON HH(PACTPYKTYpHI Ha Gase CEPBEPHOM OIIEPAIMOHHON CHCTEMBI.

MeTtonuka npoBenenns 3ansaTHIA.

OpraHuzanus y9e6HOTO IPOIiecca perilaMeHTUPYETCs IIPOrpamMMot 00y4eHusl, yueOHBIM IIIAaHOM,
PacCIUCaHUEM M PEKHMOM 3aHATHH 00ydaromuxcs. [Ipu peanusauu JOMOTHUTETLHIX
IPOQECCHOHANBHBIX IIPOrPaMM IIPAMEHSETCS (OpMa OpraHU3aIHH 00pa3oBaTeBHON JeATEIFHOCTH,
OCHOBaHHAA Ha MOAYJILHOM IIPUHITMIIE IPECTABIICHHS CONEPKAHMs 00Pa30BATEIbHON IIPOrPaMMBI 1
IIOCTPOEHUSI y4eOHBIX IIJIAHOB.

PexuM 3ansTuit Jura 00y daromuxcs ycTaHaBIHBaeTCs B PAMKAX [ISTHTHEBHOM HEJIeNH C
ToHeie/bHIKa 110 mATHUIY ¢ 10:00 o 18:00 ¢ mByms mepepbiBamu Ha Kode-Gpeiiku u IIEPEPHIBOM Ha
obex ¢ 13:30 mo 14:30.

Pacrucanve 3ausTHiT COCTAaBISIETCS HA BECh TIEPHOJ] 0GYYICHAS 1 pasMelnaercs Ha caiite
HYOVO «YuebOHslif neHTp «DBpHKAY.

JI71st Bcex BHIOB ayTATOPHBIX 3aHATAI aKa/[eMAYeCKHH Jac YCTAHOBJEH B 45 MUHYT.
JUIHTENBHOCTE yIeOHOTO [IHS YCTAaHABIHBACTCS He Goee 8 aKaTeMIaecKIX 4acoB, C epepeiBamu. B



TEUYCHUE Y4eOHOro AH 00yJaroIUMCs IPENOCTABILETCS OIHH IUTATE bHbII HIEPEPBIB [T OTABIXA U
IUTAHAS IPOJIOJDKUTENIHOCTBIO He MeHee 45 MUHYT. BpeMst IipeiocTaBIeHus epephIBOB i HX
IPOJO/DKATEIEHOCTE MOXKET KOPPEKTUPOBATECS C YIETOM PACIUCAHUS YIeOHBIX 3aHSTHIA.

Ipu npoBesieRyy 06y YeH s OCYILECTBISETCS KOHTPONb 06YYAIOIIXCS HA COOTBETCTBHE UX
IIePCOHATBHEBIX JOCTIKEHUH KK IOMY sz[ymo COOTBETCTBYIOIIEH IPOrPaMMEI B PEXKUME
MUHHTECTOB. OCBOCHHUE TOHOH MPOrPaMMBI JONIOIHATETFHOIO IPOheCCHOHATEHOIO obpazoBanus
3aBEpUIACTCA UTOTOBOM aTTecTanued oOydaronmxces B opMe 3adeTa.

Ipu IpoBeieHMY 3aHATHI HCIIOIB3YIOTCS SEKTPOHHBIE BEPCHH YIEGHBIX TTOCOBMIE I Tab0paTOPHBIX
pabot. Cirymaresio IpeoCTaBiIseTcs 3IeKTPOHHBIH yueGHHIK 110 COOTBETCTBYIONIEMY MOJIYIIIO

J1st jocTyma K 57MeKTPOHHBIM GUOIMOTETHO-HH(DOPMALIOHHEIMH pecypcam, CIyIIaTelsaM BhIIAeTCs
ayTeHTU()UKAMOHHAs HHGOPMALHs (JIOTHH U TIapOJIb).

Kaxnomy crmymareito mpegocrapisercs paGouee Mecto (xomnsrotep Core i7 (32/64Gb RAM, 2*1Tb
HDD, 1Gbit netcard) ¢ geymst TFT monutopamu (19+21)). Onum MOHHUTOP UCIIOJIB3YeTCs It PAGOTEI
C ONEKTPOHHBIM y4EOGHHKOM, BTOPOI MOHHTOP [JIs BHIIOIHEHHS JTaGOPATOPHBIX 1 IPaKTHYCCKIX
pabor. CocrostHre 060PYI0BaHHS, OCHAIEHHOCTH KaOHHETOB COOTBETCTBYET COBPEMEHHBIM
TpeboBanusM. Obecnieden TOCTyN B ceTh VIHTEpHET M KaXI0ro pabouero Mecta.

JuCTaHIMOHHOE 06ydYeHHe IPOBOMTCS B PEXKMUME MAKCHMATBHO IIPUGIIKEHHOTO K O9HOMY.
Jlex1iIOHHAs 9acTh ¢ JIEMOHCTPALUAMH ¥ TIPUMEPAMH IIPOBOIHTCS B PEXUME BUICOKOH(EPEHIIUN.
9epe3 CepBUC BeO-KOH(epeHIHIA. '

llpakTuyeckas 9YacTh BBIIOJHSAETCA — CIYIIATEISIMH UHJWBU/IyaIbHO HAa  HHAUBHIYaIbHOM
1abopaTOPHOM CTEH[IE, PA3MEIIEHHOM Ha cTOpoHe YdeGHoro I{entpa. Crymarenus moaxiiroyarorces K
KomnbrorepaMm B kiaccax YOVIO “YaeGuslit nentp “Onpuka’.

Ilporpamma uCTaHIMOHHOrO OGYdYeHHsS, BpeMs MNpPOBENCHHS OGYYeHHS M KOTHYECTBO HacOB
00Y4CHHSI IIOJHOCTBIO COOTBETCTBYET IPOTPAMME OYHOTO 0GYIEHHS.

YyeOHblil mu1an

2. OcHoBBI pa6oTel ¢ Microsoft Windows Server
Ieus: [loaroroska ciyurareneii k pa6ore ¢ JIBC na ocrose Microsoft Windows Server 2016
Kareropus coymareieii: s I, IMEIOIIUX BBICIIEE H cpelHee npodeccroHaTbHOEe 00pa3oBaHue
ITo oxonvanmm o0GyveHHs! cJymaTe H cMOryT: Pealn30BEIBaTh U aJIMAHUCTPUPOBATH HACTOJIBHBIC
CCTEBBIC OIEPALMOHHBIE CHCTEMBL. AIMUHUCTPHPOBATH CETEBbIE HH(PACTPYKTYPBL.
1IpoeKTHpOBaTh, IITAHKPOBATH ¥ Pa3BEPTHIBATE CETEBBIE HHQPaCTPyKTYpEL
Cpoxk o6yuenus: 200 akaeMHYeCKIX 9aCOB

Pexum 3ansiTHii: ounoe c IPUMEHEHHUEM JUCTAHIIMOHHBIX TEXHOJOTHH C OTPBIBOM OT IIPOU3BOACTBA-
8 AKaICMHYCCKHUX YacOB B JCHb )

No B ToMm yucre:
HaumeHnoBanue pasnenos u Beero Dopmsr
COOTBETCTBYIOIMM MOJIYJISAM (HOMEP I IpaxTudeckue
/o ab6peBuatypa Kypca) HacoB | Jlexupn | AHSTHS KOHTpOJIS
2 3 4 5 6

YcranoBka, opranuzanus

Xpanujnma u paéora B Windows 40 24 16

Server 2016 (20740)




YcraHoBKa, OOHOBJIEHUE, MUTPAITHS

1.1 4 2,5 1,5 Munurect
cepBepa U onpezesieHre Harpy3Ku

1.2 Hacrpolika JI0kajIbHOr0O XpaHUIHIIA 4,5 2,5 2 Munurect

13 Peanuzanus perieHuii XxpaHeHHs 3,5 5 1.5 MuHiTecT
KOPIIOPATUBHBIX TaHHBIX

1.4 Peanuzanms xpaHwivia 1 AeayUIAKALs 4 ) ) MuHHTeCT
JTAHHBIX

15 VYcranoBka u Hactpoiika Hyper-V u 3.5 ) 15 MuHRTecT
BHUPTYaJIbHBIX MaIIUH

16 Pa3Be}3TBIBaHI/Ie Y yIIpaBlieHue 2.5 1,5 1 V.
koHTeiHepamu Windows Server u Hyper-V

17 063013 BBICOKOH JOCTYITHOCTH U 4 2.5 1,5 MuHHTeCT
aBapHHHOIO BOCCTAHOBJICHHUS

1.8 BHenpeHHevH ynpfl BIICHHC 3,5 2 1,5 Munurect
OTKa30yCTOMYMBON KJIacTepU3alliu

1.9 Hactpolika 0Tka30ycTOHYMBOrO Kilactepa 3 5 1 MuHHTeCT
Il BUpTyasbHbIX MamrH Hyper-V

1.10 banancuposka Harpysku cetu (NLB) 3 2 1 Munurect

111 Co3paHne u ynpasiieHHe 00pa3aMu 3 5 1 MutHTecT
pa3BepPThIBAHUS

112 VYnpasieHue, MOHUTOPUHT H TOZI/IEpIKKa BO 1,5 1 0.5 MuHHTECT
BpeMs yCTaHOBKH BUPTYaJIbHON MAIlIMHBI
Hactpoiixa ceru B Windows Server
2016(20741) 40 23 17

2.1 ITnanupoBanue u BHeapeHue cetu [Pv4 3 1 2 Munurect

22 Peanmzaums DHCP 3 2 1 MuHurecT

23 Peanuzanus Ipvé 4 3 1 MuHutecT

24 Peanuzanps DNS 4 2 2 Mpunurect

2.5 Brenpenue u ynpasnenue IPAM 4 2 2 Mpunurect

26 Y namennsnii qoctyn B Windows Server 4 3 1 Y (—
2016 monuTHK

2.7 Peanmmsanus DirectAccess 3 2 1 Munntect

2.8 Peanmsarmus VPN 3 2 1 MunwurecT

2.9 Hactpotlika cetn nogxitoueHus HHUIHAIOB 4 2 2 Munwnrect

210 Hacrpoiika PACIIMPEHHEIX CETEBbIX 4 5 5 MuHpTeeT
BO3MOXHOCTEH

211 BHeixpeHHe [IPOrpaMMHO-OIIPEIeIIEeMbIX 4 5 ) Y
cereit
Hnentudukanus cpencreamu Windows 40 24 16
Server 2016 (20742)

31 VYcTaHOBKA M HACTPOHKA KOHTPOJIIEPOB 3.5 5 1.5 MuHpTecT
JIOMEHa

3.2 Vnpasnenne oobekramu B AD DS 2,5 1 1,5 MunuTect
Pacmmpennoe ynpasieHue

33 nndbpactpykrypol AD DS 4,5 3 1,5 MunuTecT

34 Brenapenue, aIMIHHCTPUPOBAHHE U 4 2.5 15 MUHITECT
permukanus caifiros AD DS

3.5 Peanuzauus rpynnoBoii MOIUTHKA 3 1 1 MunutecT




VYrpapieHue napameTpamu MoJb30BaTels ¢

3.6 . 3 2 1 Munutect
MMOMOIILIO TPYIIIIOBOH MOJUTHKH

3.7 O6ecnieuenue 6e3omacHoctu AD DS 4,5 2 2,5 MunuTecT

3.8 PaspepTriBanne u ynpasienue AD CS 4 1 Munutect

39 PaspepThIBaHKe U ynpaBjieHHe 3.5 2.5 1 MuHITECT
cepTudHKaTaMu

3.10 Buenpenne u aqmunucrpuposanrne AD FS 3 2,5 0,5 Munurect

311 Brenpenue n anmMunncTpuposanue AD 15 1 0.5 MusmTecT
RMS

312 Peanuzanus cunxponusanuu AD DS ¢ 15 1 0.5 MuHHTeCT
Azure AD

3.13 Monrwutopunr, ynpasnesire u 1,5 1 0,5 Munurect
BoccraHoBiaeHue AD DS
Hacrpoiika 6e3omacnocrn B Windows

4 Server 2016 (20744) 40 24 16

41 OGHapyeHue HapyIUCHUH U HCTIONE30BAHHE 3,5 5 1.5 MuHpTeCT
HUHCTpYMeHTOB Sysinternals

4.2 JALHTA yHCTHbIX JAHHBIX 1 4,5 2,5 2 Munurect
TPHUBWIETHPOBAHHBIN OCTYII
OrpaHuyenye npaB aJMHHUCTPATOPA C

4.3 noMouisto (ynkimu Just Enough 3,5 2 L5 Munurect
Administration

44 YipasieHue MpUBKUICTUPOBAHHBIM JOCTYIION 3,5 5 1.5 Y —
U aIMUHHACTPUPOBAHHE Jieca

45 IIpoTnBONEHCTBHE BPEAOHOCHBIM MPOrPaMMa 3 1,5 1.5 MusmTect
H yrposzam

46 AHaJn3 aKTUBHOCTH ¢ TIOMOIIBIO | 4 5 5 MusmTecT
PACIIMPEHHOr0 ayANTA U KYPHAJIOB aHAIUTH
AHanu3 aKTHBHOCTH ¢ MoMoIIb0 Microsoft

4.7 Advanced Threat Analytics u Operations 3 2 1 Munurect
Management Suite

4.3 3aluTa BUPTyaIH30BaHHON MHOpacTpyKTypY 2,5 1,5 1 Munurect

49 Hactpoiika ?esonaCHocm npH pa3paboTke 5 1 1 Mutsrect
TIPUJIOXKEHHUH JUTA CEPBEPHOI HHBPACTPYKTY

4.10 3amuTa JaHHBIX ¢ TOMOIIBIO mudpoBanus | 3,5 2,5 1 MunuTect

4.11 Orpanutenue foctyna x Qaiinam u narkam | 2,5 2 0,5 Munurect

412 Hcnonb3osanne GpaHamayspos ms 1,5 1 0.5 Mururect
YIpaBjIeHUs TpahUKOM B CeTH

4.13 O6ecneuenne cereBoro Tpaduka 1,5 1 0,5 MunuTecT

4.14 Oo6Hnoenrenne Windows Server 1,5 1 0,5 Munurect
Bueapenne nporpamMmmMHuo-onpeaesieMoro

5 HOJL (20745) 40 24 16

5.1 Beezienue B BUpTYyaH3anuio cepsepos 4,5 2,5 2 Munurect

5.2 O630p Bupryanuzanuu Hyper-V 3,5 2 1,5 Munurect
Ycranoska 1 Hactpoiika System Center 2016

>3 Virtual Machine Manager 45 25 2 Munwrecr

54 Vrpasnenue CTpyKTYpoi XpaHHTUIL 1 45 2.5 5 Mutmrect

oOHOBIeHUAMH (PabpHKU




Hacrporika u ynpasieHue 6uOIMOTeKOM

5.5 Virtual Machine Manager u 6uGarorekoit | 2,5 1,5 1 Munurect
00'BEKTOB

5.6 VYnpasnenve ceTsaMu 4 3 1 Munutect
Cosnanue 1 yrpaBjIeHHE BUPTYaJIbHbBIMU

37 mamuHamu B Virtual Machine Manager 3,5 2 L3 Muwrect

58 Vnpaenenue obiakom B Virtual Machine 4 2.5 15 MuHmTeCT
Manager

59 Vnpasnenue ciyxx6amu B Virtual Machine 25 1 1,5 MuHHTeCT
Manager

510 MOHHTOPHHT BUPTYaIbHOM HH(bPaCTPYKTypB 3.5 2.5 1 MuHHTeCT
nomompro System Center Operations Managg

511 BHe,HpCI:II/Ie u yrpasienue Hyper-V Replica ¥ 15 1 0,5 Y
Azure Site Recovery

512 3amuTa BUPTYaIbHOM I/I.H(bpaCpr’KTprI c 1.5 1 0.5 MuHmTecT
nomoukro Data Protection Manager

HATOroO: 200 119 81 3aver




